MamsaTka s o0y4yarommxcss 00 UHGOPMALMOHHOM 0€30MIACHOCTH JeTeil
HEJIb3s51

1. Bcem mompsia cooOmath CBOIO 4acTHYIO HH(DOPMAITUIO (HACTOSIIIIHE UM,
dbamunuto, TenedoH, aapec, HOMEp MIKOJIbI, a Takke (poTorpaduu cBouU, CBOCH
CEMBH U JIpy3ei);

2. OTKpBIBaTB BJIOXKCHHBIC (bap”mm BHGKTPOHHOﬁ IIOYTHI, KOT'1da HC 3HACIIb
OTIPABUTCIIA,

3. I'pyOuTsh, mpuaupaThcsi, OKa3pIBaTh JABJICHHE - BECTH CE0s HEBEKIIUBO U
arpecCUBHO;

4. He pacniopsikaiicsi AeHbraMu TBOEW ceMbU 0€3 pa3pelieHus CTapluX - BCEraa
CIIpalIuBai POAUTENEH;

5. He BcTpeuaiics ¢ UHTEpHET-3HAKOMBIMH B PEATIBHOM KU3HU - IIOCOBETYUCS CO
B3POCJIBIM, KOTOPOMY JTOBEPSCILb.

OCTOPOXHO

1. He Bce nuiryt npasny. Uuraems o cede Henpasay B HTepHETe - cooO1u 00
TOM CBOHMM POJUTENSIM WU OTIEKyHaM;

2. llpurnamarot nepenuceiBaThCs, UTPaTh, OOMEHUBATHCS - IPOBEPH, HET JIK
II0IBOXA;

3. Hezakonnoe xonupoBanue (aiisioB B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIIbIM O MpodJieMax B CETH - OHM BCEr/ia MOMOTYT;

5. Ucnionb3yit HacTpoiiku 0€30MacCHOCTH U MPUBATHOCTH, YTOOBI HE TIOTEPATH CBOU
AKKAYHTBI B COLICETSIX U APYTUX MOPTAJIAX.

MOKHO

1. YBaxaii qpyrux noJib30BaTeleu;

2. ITonp3yembess UHTEpHET-UCTOYHUKOM - JI€JIAN CCBUIKY HA HETO;
3. OTKpBIBai TOJBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O6maTbes 3a MOMOIIBIO B3POCIIBIM - POJUTENH, ONEKYHBI U aIMUHUCTPALIHS
CalTOB BCETA [IOMOTYT;

5. Ilpoiinu 00yyeHue Ha caiite "CeTeBUYOK" U MOIYYH HacHOpT HUPPOBOTO
rpaxkjaaHuHa!



NudpopmanuoHHasi naMATKA I 00yYAIOLIMXCH AJIs1 pa3MelleHUs Ha
o(puMaTBHBIX MHTEPHET-pecypcax

C KaXXIbIM I'OJJOM MOJIOACKH B MHTCPHCTC CTAHOBUTCSA 60.]'[131116, a IIKOJIbHUKHW OJHU
U3 CaMbIX aKTHUBHBIX I10JIb30BaTElICH PYHeTa. MC)KILY TCM, IIOMHUMO OI'POMHOIO
KOJIM4YCCTBA BO3MO)KHOCT€I?I, HHTCPHCT HCCCT U I'[pO6J'I€MBI. OTa mamsTKa JOJIDKHA
ITOMOYb TeOe Oe301macHo HaXOAUTHCA B CCTH.

KomnbrorepHbie BUPYChI

KomnproTepHsIil BUPYC - 3TO pa3HOBUIHOCTD
KOMITBIOTEPHBIX IPOrPaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOpPOH ABJIAETCS
CIIOCOOHOCTB K Pa3MHOKEHHUIO.

B nomonHeHne K 3TOMY, BHUPYChI MOTYT
MOBPEINUTH WIIM TTOJTHOCTHIO YHHUTOXKHUTH BCE
dalimel W JaHHBIE, TOJIKOHTPOJBHBIE
MOJIb30BATENI0, OT MMEHU KOTOpPOro Oblia
3almylieHa 3apa)K€HHas Mporpamma, a TakxKe
MOBPEIUTh WU JaXKe€  YHUYTOXKHUTH
OTIEPAllMOHHYIO CUCTEMY CO BCceMU (aiiamu
B 1IEJIOM.

B GonpmmHCTBE CllydaeB pacpOCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MCTO}II)I 3allIMTHI OT BPEAOHOCHBIX IIPOrpamMmm:

1. Wcnonp3yli COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMbI, MUMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. llocrosHHO ycTaHaBnuBaiW madtd (UUQPPOBBIE 3aIUIATKHA, KOTOpPbHIE
ABTOMATHYECKH YCTAHABJIMBAIOTCA C IEJBI0 JOPAOOTKHM MPOTpaMMbl) U APYTHe
OOHOBJICHUS CBOEH OTNEepaImoOHHON cucTeMbl. CKauynBal UX TOJIBKO C OUITUATBLHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO OOHOBJICHUS,
BKJIKOYH €r0;

3. PabGoraii Ha cBOeM KOMIIbIOTEpPE TIOJ TMpaBaMH IIOJIb30BATENs, a He
aIMUHUCTpAaTOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJJIMPOBATHCS HA TBOEM MIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBHUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHI  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpaanub (PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHENTHUE HOCUTENW WH(MOPMAINHU, Takue Kak (Jelika, JUCK WIH
daiin u3 uHTEepPHETA, TOJHKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIBbIOTEpHBIC (haljbl, TIOJYYCHHBIE W3 HEHAJAC)KHBIX
ucTOYHUKOB. Jlaxke Te (paityibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETO0, OTIIPABJISUI JIU OH TeOe UX.



Cern WI-FI

Wi-Fi - »T0 He BHJ mepenavyd JaHHBIX, HE
TEXHOJIOTHS, a BCETO JUIIL OpeH I, Mapka. Emie
B 1991 romy HunepinaHiackas KOMITAHUA
3apeructpupoBaia Openn "WECA", u4to
0003Hay4aJo CJIOBOCOYETAHUE "Wireless
Fidelity",  xoropmlii = mepeBOAUTCS  Kak
"GecrpoBoAHAS TOYHOCTH'".

Jlo Hamiero BpeMEHM Jouuia  JApyras
ab0peBuaTypa, KOTopast sIBJISETCS TaKOH )K€ TeXHOJIOTHE. DTo abOpeBuarypa "Wi-
Fi". Takoe Ha3BaHume OBUIO JaHO C HAMEKOM Ha CTAHIAPT BBHICIICH 3BYKOBOU
texuuku Hi-Fi, uTo B mepeBojie 03HayaeT "BhICOKast TOYHOCTH".

Jla, OecruraTHBIM WHTEPHET-IOCTYH B Kade, OTEIAX M a’poroprax SBISETCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CoBeThbl 110 0€30I1aCHOCTH PA0OTHI B 001Ie0CTYINHBIX ceTax Wi-fi:

1. He nepenanaii cBoro auunHyto uHbopmMaiuio yepes oomenoctynubie Wi-Fi ceru.
PabGoras B HuUX, *eJaTeIbHO HE BBOAUTH MAPOIM JOCTYIA, JIOTUHBI U KaKUE-TO
HOMEDA;

2. Ucnionw3yit u 0OHOBISIH aHTUBUPYCHBIE MTPpOrpaMMBbl B Opanamayep. Tem cambiM
ThI 00€30MacHuIITb ce0s OT 3aKaYKW BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonws3oBanuu Wi-Fi otkmoun @ynkuuio "OOwmuit goctyn K (aitinam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIONIL30BaHUs B paboTe Wik yueoe;

4. He ucnionw3yit myonuunbii WI-FI 1t mepegaun TMYHBIX TaHHBIX, HATTPUMED IS
BBIXO/IA B COLIMAJIBHBIC CETH WJIM B DJICKTPOHHYIO TTOYTY;

5. Mcnonb3yi ToJIbKO 3amuiieHHoe coequnenne uepe3s HTTPS, ane HTTP, T.e. ipu
Habope BeO-aapeca BBOAU UMeHHO "https://";

6. B wmoOwibHOM Tenedone otkimoun QyHkiuio "Tloakmouenue k  Wi-Fi
apToMarnuecku". He nomyckail aBTOMAaTHMYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetaM Wi-Fi 6e3 TBoero coriacusi.



COlll/Ia.H])Hble CceTn

ComnuanbHble CETH AaKTHBHO BXOJAT B
HaIly >KU3Hb, MHOTHE JIFOJU pabOTalOT U
YKUBYT TaM ITOCTOSIHHO, a B Facebook yxe
3apEruCTPUPOBAH MWUIMAPJ YEJIOBEK,
4TO SBISIETCS OMJHOM CEeObMOM BCEX
JKUTEneHu MJIAHETHI. MHorue
MOJL30BaTE/IM  HE  IIOHMMAIOT, 4TO
uHdopMaIus, pa3MelIeHHAas WMH B
COITMATLHBIX CETAX, MOXKET OBITH HaliJIcHA
U HCIOJb30BaHA KEM YIrojJHO, B TOM
Yypcjae He 00sA3aTeIbHO ¢ OJaruMu
HaMEPEHUSIMHU.

OcHOBHBIE COBETHI MO 0€30MACHOCTH B COIMUAJILHBIX CeTAX:

1. Orpannyb cMCOK Apy3ei. Y TeOs B APY3bsX HE JIOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammiai CBOIO YacTHYIO *U3Hb. He yka3piBail naposu, TenedoHsl, aapeca, 1aTy
TBOETO POXKACHUS U JPYIYIO JMYHYIO MHPOPMALUIO. 3JIOYMBIINIJIEHHUKH MOTYT
UCIIOJIb30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOU POJIUTENH IIAHUPYETE
IIPOBECTU KAHUKYJIBL;

3. 3amuiai cBOO peryTaluio - Iep>KU €€ B YHUCTOTE U 33aBail cebe BOpoc: XOTen
Obl ThI, YTOOBI APYrHe MOJIb30BATENM BUIEIH, YTO Thl 3arpyxaewms? Ilogymaii,
MPEXJIe YEM UTO-TO ONMyOJIUKOBATh, HAIUCATh U 3arpy3UTh;

4. Eciu Thl TOBOPHILB C JIFOJIBMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE PEAIBHOE
UMSL U JAPYTyI0 JUYHYIO MHPOpPMALUHU: UM, MECTO JKUTEJIbCTBA, MECTO Y4eObl U
npouee;

5. Wzberaii pasmemenust dororpaduii B MHTEepHeTe, Te Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO OIPE/ICIIUTh TBOE MECTOTOI0KCHHE;,

6. Ilpu perucTpanuu B CONHMAIBHONW CETH HEOOXOIUMO HMCIOJB30BATh CIIOXKHBIC
MIapoJIu, COCTOSIINE 13 OYKB U ITU(P U C KOJUIECTBOM 3HAKOB HE MEHee §;

7. Ang conuanbHOM CETH, MOYTHI M APYTUX CAalTOB HEOOXOIMMO HMCHOJIb30BAThH
pasHble napoJin. Toraa eciu Te0s1 B3JIOMAOT, TO 3JI0YMBILIIEHHUKH IIOJIy4YaT JOCTYTI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.



JJIeKTPOHHDbIE 1eHbI'N

DONEeKTPOHHBIC JEHBIU - 3TO OYCHB
yAOOHBIA CIOCOO TUIaTEeXEH, OJIHAKO
g CYIIECTBYIOT MOIICHHUKH, KOTOPBIC
\ % ' XOTAT MOJIYYHTh 3TU JICHBTH.
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NEHbIN

3J’ICKTpOHHBIC JACHBI'N IIOABHUIIMCH
COBCCM HCOABHO M MMCHHO H3-3a 3TOI'O
BO MHOTHX IOCyaapCTBax A0 CHUX IIOP HC
IIPOITMCAHO IIPO HUX B 3aKOHAX.

=)

B Poccum xe oHM (QYHKIIMOHHUPYIOT M O HHUX YK€ MPOIKCAHO B 3aKOHE, IJIe HUX
pa3mensioT Ha HECKOJIbKO BHUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiaeTcs MPOBOIUTH oOmepanuu 0e3
UACHTU(UKAIINY TT0JIH30BATEINsI, @ B HCAHOHUMHBIX WIACHTHU(GUKAITUS TTOTH30BaATEISA
SBJISIETCS 00S3aTEILHOM.

Taxxxke cienyer  pas3nuyarb  AJEKTPOHHbIE  (QUaTHbIE  JE€HBIU  (paBHbI
rOCy/lapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE HE(HUATHBIE NEHBIM (HE paBHBI
rOCy/1IapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30IACHON padoTe € JJIEKTPOHHBIMM JeHbIAMH:

1. ITpuBsixu K cuery MOOWIBHBIA Tene@oH. ITO camblii yITOOHBIA M OBICTPBII
croco0 BOCCTAaHOBUTH JOCTYH K cuery. IlpuBsizaHHBIA TenePOH MOMOXKET, €CIu
3a0y/ienib CBOM TMJIATEKHBIA Tapoib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yii ogHOpa3oBbie mapoiu. [locne nepexoa Ha yCHIEHHYIO aBTOPU3ALIUIO
Tebe yke He OyJeT yrpo’kaTh OINACHOCTh KPa)Xu WJIM TepexBaTa IUIaTEKHOTO
apoJs;

3. Beibepu crnoxxsbiid maponb. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOXKHBIM
naposib. HanexxHble mapomiau - 3T0 napoJik, KOTOPBIE COJEPKAT HE MEHEE 8 3HAKOB U
BKJIIOUYAIOT B C€0s1 CTPOYHBIC U MPOIMUCHBIE OYKBBI, IU(PPHI U HECKOJIHKO CHMBOJIOB,
Takue Kak 3HaK Jojuiapa, (yHTa, BOCKIMIATENbHBbIA 3HaK U T.nm. Hampumep,
$tRONg!;;

4. He BBOJIM CBOM JIMYHBIE JJAHHBIC HA CaUTaX, KOTOPHIM HE JOBEPSIEIIb.



JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJIOTUSI U
OPENIOCTaBIsIEMbIE €0  YCIyTH IO
NEPECHIIKE U TMOJYYCHHUIO SJIEKTPOHHBIX
COOOIIEHHH, KOTOPBIE paclpeiestoTCs B

KOMITbIOTEPHOU CeTH. OO6bIYHO
AJIEKTPOHHBIN MOYTOBBIA SUTUK BBITIISIUAT
CJIeIYIOIIUM oOpazoMm:

UMsI_TI0JIb30BaTEISI(@UMSL_JTOMEHa.
Taxoke KpoMe rmepenavyn IpoCcToro TeKCTa,
UMEeTCsT  BO3MOXHOCTh  IE€pellaBaTh
(aitnbl.

OcHOBHBIE COBETHI IO 0€30MacCHOK padoTe C 3JIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh MpaBWIIBHBIN MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlE JOBEPATH TEM, KOTO
3Haelllb, U KTO IIEPBBIA B PEUTHHTE;

2. He ykaspiBali B JMYHON mouTe JU4Hyr0 uHMopmaimio. Hampumep, nydiie
BbIOpATh "My3bIKaJIbHBIN QaHaT@" wim "pok2013" BmecTo "Temal3";

3. Mcnonb3yl ABYXA3TAlHYK) ABTOPU3ALUIO. JTO KOTAa MOMUMO MapoJisi HYXHO
BBOJUTH KOJ, MPUChLIaeMblii 0 SMS;

4. BeiOepu clIoKHBIN 11apostb. JJIsl KaKI0T0 OYTOBOTO SIIHMKA JOJDKEH OBITH CBOM
HAJICKHBIN, YCTOWYHBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTB HAaIlMCaTh CAMOMY CBOM JINUHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnosib3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 17151 YaCTHOM NMEPENUCKH C
agpecatamMy, KOTOPbIM Thbl JOBEpSCIIb. JTO JJIEKTPOHHBIA aIpec HE HAMI0
HCIIOJIB30BaTh MIPU PETUCTpAIMU Ha (hopyMax U canTax;

7. He oTkpbIBaii (hailyibl ¥ Ipyrye BIOKEHUS B MUChMaX, 1aXKe €CIM OHU MIPHUIILIH OT
TBOMX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (haiiibl;

8. Ilocie oxoHUaHuUs1 pabOTHI HA TOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKIIAAKHU C
caiiToMm He 3a0yJp HaXkaTh Ha "BeiidiTu".



Ku6epOysiMHT UM BUPTYaJbHOE U3/1€BATEILCTBO

KubepOymnuHr - mipeciienoBaHne COOOIECHUSIMU,
COZIEPIKAIMHU OCKOpOJIeHUS, arpeccuro,
3aIyTUBAHUE; XYJUTaHCTBO; colMagbHOe
OOWKOTHpPOBAaHWE C TIOMOIIBIO  PA3TUIHBIX
WHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00PHOE ¢ KHOEPOYJIIMHIOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: mocoBETOBaThCA Kak ce0sl BECTH U, €CIIU
HET TOT0, K KOMY MOXHO OOpaTUThCs, TO BHAYajIe YCIIOKOUThCS. Eciii Thl HauHEIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpOJIEHUS, TO TOJBKO €llle OOJIbIIE Pa30Kellb
KOH(JIUKT;

2. Ynpapnsii cBoel kudeppernyTauue;

3. AHOHUMHOCTbH B ceT MHHMas. CylecTBYIOT CIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,;

4. He cTouT BecTH XyJUraHCKU 00pa3 BUPTyalIbHOU u3HU. IHTEpHET hukcupyer
BCE TBOU JCHCTBUS U COXpAHAET UX. Y JAIUTh UX OyJIeT KpallHe 3aTpyIHHUTEIbHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuandHblid HeraTuB. OTHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcss Ha HadyaabHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHSIMHU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIEHUH C
OMpEICICHHBIX aJPECOB;

8. Ecnmu Tbl cBuaerenb kubepOysuinHra. TBOM NEHCTBUS: BBICTYIUTh NPOTHUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.



MoouabHbIN TeJ1edOH

CoBpeMeHHbIE CMapTPOHBl U  IJIAHIIETHI
cogepkaT B cebe  BIOJHE  B3POCIBIiA
GbyHKIIMOHAN, ¥  Temepb OHU  MOTYT
KOHKYPHUPOBATh co CTalMOHAPHBIMU
KoMIbtoTepamMu. OAHAKO, CpPEICTB 3alIUThI
JUTSL IOTOOHBIX YCTPOMCTB MOKa OUY€Hb MaJIo.

TectupoBaHWe W TOUCK YSI3BUMOCTEH B HUX
MPOUCXOJUT HE TaK MHTEHCUBHO, Kak Jiis 1K,
TO K€ caMoe KacaeTcsi U MOOHMJIBHBIX
IIPUIIOKECHUM.

CoBpemeHHbIE MOOWJIBHBIE Opay3epbl yxke
IPAKTUYECKHU JIOTHAJIM HACTOJIbHBIC aHaJIOTH,
OJIHAKO pacllMpeHHe (QYHKIMOHala BJIEYET 3a COOON OOJIBLIYIO CII0KHOCTh U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce NPOM3BOAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKphIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30MACHOCTH MOOMJIBLHOIO TeJie(poHA:

Huuero He siBisieTcs mo-HacrosieMy OecruiaTHbIM. Byabs ocToposkeH, Benb Korna
Te0e MpeuIaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBIThI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hymaii, npexnae yem otipaBuTbh SMS, ¢oTo minu BU€o. Thl TOYHO 3HACID, T/I€ OHU
OyIyT B KOHEUHOM uTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhOHa;
Vcrionp3yit aHTHBUPYCHBIE TIPOTPAMMBI JJISI MOOMITBHBIX TEIE(POHOB;

He 3arpykail NpHIOKCHHS OT HEHU3BECTHOTO HWCTOYHHKA, BEJb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOTPAMMHOE 00CCTICUCHNE;

[Tocne Toro Kax Thl BBIMIEIIb C CaliTa, TJIe BBOJIWII JIMYHYIO HH(OpMaIUIO, 3aii11 B
HacTpoiku Opay3epa u yaaiu cookies;

[lepronnueckn npoBepsiii, KaKue IUIATHBIE YCIYId AKTUBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBO¥1 HOMEP MOOUIILHOTO Tele(OoHa TOIBKO JIIOISIM, KOTOPBIX Thl 3HACIIH U
KOMY JI0BEpSEIIIb;

Bluetooth nomkeH ObITH BBIKJIFOYEH, KOTJa Thl UM HE MOjb3yelibes. He 3a0biBait
HMHOT/JIa MPOBEPSTH ITO.



Online urpsi

CoBpeMEHHbIE  OHJAWH-UIPBI -  3TO
KpAaCOYHbIE, 3aXBaThIBAIOIIUE pPa3BICUECHUS,
OOBEIUHSIONINE COTHU THICSY YEJIOBEK IO
BCEMY MUPY. ITpOKH UCCIIENYIOT JaHHBIN UM
MUp, OOLIAIOTCS APYT C IPYTOM, BHIOTHSIIOT
3a/laHdsl, CPaXarTCs C MOHCTpaMU M
MOJIY4alOT OMNbIT. 3a YAOBOJBCTBHE OHHU
IJIaTSAT: MOKYMAKT JIUCK, OIUIaYABAIOT
aOOHEMEHT WM TPUOOPETAIOT KaKHe-TO
OIILIMH.

Bce atu cpenctBa MayT Ha NOAJAEpPKAHME W PA3BUTHUE UIPHI, a TAKXKE Ha camy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIMU, BBIIYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIs1 IPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT omacaThCsi HE CTOJIBKO CBOUX COINEPHUKOB, CKOJIBKO
Kpa)kKd TBOETO IapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA
urp.

OcHOBHbBIE COBeTBI 110 0€30MACHOCTH TBOEIo HI'POBOI0 aKKayHTa:

1. Ecau npyroii urpok BefeT ceOs MIOXO WM COo3JaeT Tebe HENpPUSITHOCTH,
3a0JIOKUPYH €r0 B CIIMCKE UTPOKOB;

2. Iloxanyiicsi aIMHUHUCTPATOpaM HUIPbl HAa IJIOXO€ MOBEAEHUE 3TOT0 WIPOKA,
YKEJaTeIbHO MPUJIOKUTh KaKHe-TO JI0Ka3aTesIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOpMALIMIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBiauBait HeouiimaabHbIC ITaTYA U MO/IBI;

6. Mcrionp3yil CI0KHBIE U Pa3HbIE APOJIH;

7. Jlaxe BO BpeMsl UTPbl HE CTOUT OTKJII0YATh aHTUBHPYC. [1oka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.



@OUIINHT WIH Kpaika JINIHbIX JAaHHbIX

OOBIUHON Kpakel NeHeT W JOKYMEHTOB
CErOJIHSl YK€ HUKOTO HE yAWBHILb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOT U
3JIOYMBIIJICHHUKN ~ TIEPEMECTUIIUCh B
WHTEPHET, W NPOJOKAIOT 3aHUMATHCS
"Mr0OUMBIM" 1ETIOM.

Tak mosiBUIIach HOBasi yrpo3a: WHTEPHET-
MOIIICHHUYECTBA WM (UIIMHT, TJaBHas
1eJdb KOTOPOTO COCTOUT B TMOJYyYEHUU
KOH(HICHIIMANTBHBIX JaHHBIX TMOJb30BaTeNe - JIOTMHOB W maponeit. Ha
aHTIMicKoM si3bike phishing unraercs kak ¢umuHr (ot fishing - peiOHas 0B,
password - mapoJib).

OcHoBHBIE cOBETHI 10 00pb0e ¢ GUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu ThI momo3peBaelib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ U COOOIIMTHh aJIMHUHUCTPATOPaM
pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIIE, WHTEPHET-Mara3uHOB W
ITIOMCKOBBIX CHCTEM;

3. Vcnonb3y#t crokHbie U pa3Hble mapoiu. Takum oOpa3oM, eciau Te0si B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOJTydYaT JOCTYI TOJBKO K OJJHOMY TBOEMY IIPO(MHITIO B CETH,
a He KO BCEM;

4. Ecnu T1e0s B370Malu, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€0S B APY3bsiX, O TOM, UTO T€Os B3JIOMAJU U, BO3MOXKHO, OT
TBOETO UMEHH OyJIeT PacChlIaThCS CIIaM W CCHUIKH Ha (DUIITMHTOBBIE CANTHI;

5. YcranoBu HagexHbii naposib (PIN) Ha MoOUIbHBIN Tene]oH;
6. OTKIIIOUM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii haiiipl U Ipyrue BIOXKEHUS B MUChMaX, JakKe €CIIM OHU MPUIILTH OT
TBOUX Jpy3el. JIyulie yTOUHH y HUX, OTIIPABIISUIM JIU OHU Te0e ATU (aitibl.



HMu¢posas penyrauus

[Mudposas pemyranus - 3TO HeraTUBHas
WIM TO3UTHBHAsE MH(pOpMAIUs B CETH O
tebe. KomnpomeTtupyromas nadopmanus,
pa3MeIlleHHas B HWHTEPHETE, MOXET
CEpbE3HBIM 00PA30M OTPA3UTHCS Ha TBOEH
peanbHOI xu3HU. "Ludposas pemyrarus"

- JTO  TBOM  HMMHUIXK,  KOTOPBIA
dbopmupyetcss u3 uHPopManuu o TeOE B
UHTEpHETE.

TBOe MeCTO >KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUMKAalMH JUYHOU
uH(popmanuu B MHTEpHETE, HE MOHKMMAsI BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas 5 JIeT Ha3aj, cTaja
NPUYMHON OTKa3a NIPUHATH TeOsI Ha paldoTy.

KommenTapuu, pazmemienue tBoux ¢oTtorpaduil U apyrue OEHCTBUS MOTYT HE
MCYE3HYTh JaXe MOCJE TOr0, KaK Thl UX YAAIUIIb. Thl HE 3HACUIb, KTO COXPAHUII 3TY
uH(pOopMaIuIo, Momnajga JM OHa B MOUCKOBBIE CUCTEMbI U COXPAHWJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeO€ OKPYKAIOIIUE JIFOAN, KOTOPhlEe HAAYT U YBUIAT
sT0. Haiftn MHpOpMannio MHOTO JET CHYCTS CMOXET J000H - Kak U3 J00phIX
noOyXICHUH, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 0 3alIUTe HU(PPOBOM pemyTALNM:

1. [Togymaii, mpexie ueM 4To-TO MyOJIMKOBaTh U MepeaaBaTh y ce0s B Ojore uim B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npoduiisi yCTaHOBH OIpaHUYEHUS HA TPOCMOTP TBOETO MPOPHIIs 1
€ro COAEP>KUMOTO, CAeNail ero ToabKo "mis npy3en’;

3. He pa3memaii u He ykaszbpiBail uHGOpMAINIO, KOTOpash MOXET KOTO-JTH00
OCKOPOJISITH UJIM OOMKATh.



ABTOpCKOE NPaBo

CoBpeMCHHBIC  IIKOJBHUKH -  aKTHUBHBIC
NOJIb30BaTeIM  IM(POBOrO  MPOCTPAHCTBA.
OmHako fJaleko HE BCE 3HAKOT, 4YTO
M0JIb30BAHNE  MHOTUMH  BO3MOXXHOCTSIMH
upoBOTr0 MUpa TpeOyeT COOIIONCHUS TPaB
Ha MHTEIUICKTYAIBHYIO0 COOCTBEHHOCTb.

TepMmuH "uHTEIIEKTyaabHasi COOCTBEHHOCTH"
OTHOCUTCSI K  Pa3JIMYHBIM  TBOPEHHSM
YeJI0OBEYECKOr0 yMma, HayuHas C HOBBIX
U300peTeHHUI 1 3HaKOB, 0003HaYaIOIMX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U
3aKaHuMBas KHUTamu, ¢GoTtorpadusimMu, KUHOQUIBMAMH U  MY3bIKaJbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHME TMpaBa - 3TO I[IpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHI U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh U mNpu3HaHue. Hukro 0Oe3
paspelleHuss aBTOpa HE  MOXKET  BOCIPOU3BOJWTL €0  IPOU3BEIECHMUE,
pacnpocTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBATh, IpOJiaBaTh, HMIIOPTHPOBATH,
nycKaTb B MPOKAaT, MyOJIMYHO MCIOJNHATH, MOKA3bIBATh/UCHOIHATh B 3UpE WU
pa3memath B IHTEpHETE.

Hcnonb3oBanue "mupaTckoro" mporpaMmMHOro o0ecreueHuss MOXKET MPUBECTU K
MHOTUM PHUCKaM: OT IOTEPH JTaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKU TBOETO
yCTpOICTBa, TJIe yCTAaHOBJICHA HelsleranbHas nporpamma. He crout Takxke 3a0bIBaTh,
4TO CYLIECTBYIOT JIeTaJibHble M OECIUIaTHbIE MPOTrpaMMbl, KOTOPHIE MOKHO HAWUTH B
CETH.

O nmopraJie

CeteBuuoK.p( - TBOU TJIaBHBIM COBETUHK B

CeTH. 3AeCh Thl MOXEWb Yy3HaTb O

"NGB pd  OesomacHOCTH B CETH MOHATHBIM |
JIOCTYIHBIM SI3bIKOM, a NP BO3HUKHOBEHHUH

T HqOK KPUTHUYECKOW CUTyallud OOpaTUThCS 3a
| e COBETOM. A TakKe TpPHHATH YYacTHE B

KOHKypcax M CTaTh CaMbIM IU(GPOBBIM
rpaXXIaHUHOM !




